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...now and everywhere  

Mobile Smartcard Security using SafeGuard® PDA 

You are planning to use Personal Digital Assistants 
(PDAs) or smartphones and you demand an effective 
and complete protection of your device.  

Your security requirements or your security policies 
require the highest access protection of sensitive 
mobile data. 

An unauthorized operation must be impossible where 
a mobile device is lost or stolen. 

The user’s authentication and the handling of tokens 
and electronic certificates respectively must also be 
executed whenever a mobile terminal with smart card 
functions is used.  

Your Objectives and Concerns 

Your Benefit Our Solution 

·  Continuous protection of the stored data on the PDA 
against unauthorized access. 

·  Authenticating the rightful user of the device by 
means of electronic certificates. 

·  The security policy is just implemented and extended 
for mobile business processes by a central 
administration of rights and user certificates. 

·  Use of a smart card for signature and encryption 
operations directly via the SD/MMC-Slot of the PDA. 

·  Key pairs are stored or generated safely in the smart 
card. The usage of the private key is only performed 
in the smart card. Access from the outside is 
impossible. 

·  Strong authentication of both individuals and devices 
is also performed in mobile application scenarios.  

 

·  Your staff, customers and business partners are 
able to process data or to access data and 
services from anywhere and in a secure way. 

·  Your security policy is continuously and easily 
achieved for mobile computing as well. 

·  You use cost-effective mobile terminals and strict 
security requirements are fulfilled. 

·  No additional investments are necessary for your 
existing security infrastructure (e. g. PKI) or for 
external card readers. 

·  You strengthen confidence in your mobile 
solutions,  

·  you optimize your processes 

·  you increase your company`s profitability and 
efficiency and you secure your competitive 
advantage. 
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SafeGuard® PDA - certgate™ Smart Card MMC - Bundle 

The SafeGuard PDA offers complete 
security for the mobile user by access 
protection and encryption. 

The application of the certgate  smart 
card MMC allows to integrate 
cryptographic operations on hardware 
basis. The authentication is performed 
by the safely stored key information 
and by the electronic certificates of 
the smart card. Thus a complete 
protection of the personal and 
confidential data is guaranteed. 

Utimaco Safeware 
Utimaco is global leader in innovative and professional solutions for information security. The user-friendly product 
SafeGuard PDA encloses numerous features and security relevant performance features such as rule-based user 
authentication, securing the PDA configuration, systematic encryption of PIM data bases or data files and powerful 
tools for the centralized or local system administration.  

The software is available in several languages, meets international safety standards and can be enhanced with 
further components of the SafeGuard product family (SafeGuard PrivateDisk, SafeGuard PrivateCrypto, SafeGuard 
Easy). 

IICS certgate Smart Card MMC  
In order to increase the security level and to integrate mobile applications into the security infrastructure of a 
company IICS offers a smart card with the following features: 

·  MMC TM or RS-MMCTM Standard Flash Memory Card  

·  Flash memory-capacity of 128 MB (planned for up to 1 GB) 

·  JavaCardTM 2.1.1, GlobalPlatformTM 2.1 compliant 

·  on-card secure Random Number Generator (compliant with FIPS PUB 140-1 und BSI AIS 31) 

·  RSA 1024 bit on-card signature; Speed: approx. 1s; 

·  RSA 1024 bit on-card secure key generation; Speed:  5s-8s. 

Contact 
IICS GmbH 

Contact 
Utimaco Safeware AG 

Rollnerstrasse 142 
90408 Nürnberg 
Germany 
Phone: +49 (911) 93523-0 
Facsimile:  +49 (911) 93523-52 
Email: info@iics.de 
Internet: www.iics.de 

Hohenmarkstraße 22 
61440 Oberursel 
Germany 
Phone: +49 (61 71) 88-0 
Facsimile:  +49 (61 71) 88-1010 
Email: info.de@utimaco.de 
Internet: www.utimaco.de 


